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Holistic Correlation of Events from increased Security and Safety of FoF

• Industry 4.0

•IoT & IIoT

•Artificial Intelligence & Machine 

Learning

•Augmented Reality, Virtual 

Reality, and Mixed Reality

•Big Data Analytics

•5G
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• Towards Industry 5.0

• places the wellbeing of the worker at the centre of the production process and uses new technologies to 
provide prosperity beyond jobs and growth while respecting the production limits of the planet

• complements the existing "Industry 4.0" approach by specifically putting research and innovation at the 
service of the transition to a sustainable, human-centric and resilient European industry

https://ec.europa.eu/info/research-and-innovation/research-area/industrial-research-and-innovation/industry-50_en
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• Towards Industry 5.0

Chen, X., Eder, M.A., & Shihavuddin, A.S. (2020). A concept for human-cyber-physical systems of future wind turbines towards Industry 5.0.
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• Human Cyber-Physical Systems

Ji Zhou, Yanhong Zhou, Baicun Wang, Jiyuan Zang, Human–Cyber–Physical Systems (HCPSs) in the Context of New-Generation Intelligent Manufacturing, 
Engineering, Volume 5, Issue 4, 2019, Pages 624-636, ISSN 2095-8099, https://doi.org/10.1016/j.eng.2019.07.015.

Collaboration



• CyberFactory#1 Vision (https://www.cyberfactory-1.org/) 
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• Cyber Factory#1 - Digital Twin Concept and Definition 

“a DT is a formal digital representation of some asset, process or system that captures attributes and behaviors of that entity suitable for 
communication, storage, interpretation or processing within a certain context”

https://www.iiconsortium.org/pdf/IIC_Digital_Twins_Industrial_Apps_White_Paper_2020-02-18.pdf
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• IDEPA – Case Study

• Data-driven services born from the 
different cross domains: Technical, 
Human, Economical and Societal.

• Several different types of information will 
be included on the Data Lake:

• Energy behavior
• Human Emotional & Physical Behavior

Detection
• Network Intrusion Detection
• IoT Sensing
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Energy Behaviour

Network Behaviour

Human Behaviour

HCP Correlation

Equipment Behaviour

Holistic Events Correlation



Holistic Correlation of Events from increased Security and Safety of FoF

Equipment Behaviour
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Equipment Info

Alarm 01 ON
Alarm 02 OFF

Raise Alarms
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• Network Behavior Modeling
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• Network Behavior
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• Energy Behavior Modeling
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Predicted Data 
(short and medium-term)
• Energy Consumption
• Energy Generation

Energy Forecasting Tool

Context

Wannous S., Praça I., Andrade R. (2021) Intelligence as a Service: A Tool for Energy Forecasting and Security Awareness. In: De La Prieta F., El Bolock A., Durães D., Carneiro J., Lopes F., Julian 
V. (eds) Highlights in Practical Applications of Agents, Multi-Agent Systems, and Social Good. The PAAMS Collection. PAAMS Workshops 2021. Communications in Computer and Information 
Science, vol 1472. Springer, Cham. https://doi.org/10.1007/978-3-030-85710-3_15
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• Human Behavior Modeling
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Emotion recognition
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User Behaviour analytics

Bécue, A.; Maia, E.; Feeken, L.; Borchers, P.; Praça, I. A New Concept of Digital Twin Supporting Optimization and Resilience of Factories of the Future. Appl. Sci. 2020, 10, 4482. 
https://doi.org/10.3390/app10134482
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• Human Behavior – Emotional state recognition

• Object Detection

• Human Pose Detection

• Human Recognition

• Facial Emotion Recognition

J. Oliveira and I. Praça, "On the Usage of Pre-Trained Speech Recognition Deep Layers to Detect Emotions," in IEEE Access, vol. 9, pp. 9699-9705, 
2021, doi:10.1109/ACCESS.2021.3051083
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Stay Tunned!
https://www.cyberfactory-1.org/en/home/
icp@isep.ipp.pt
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