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Prepare for Cyber Incidents with help of Cyber-resilience capabilities

The development of Cyber-resilience capabilities goes beyond risk management and

technical solutions, requiring a holistic view of systems and processes to prepare for the
reality of cyber incidents.

These principles are applied in the FoF environment.
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Example for Remediation of Cyber Attack: Case
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Address Resilient Communications

= AKkey resilience function in FoF systems, including lloT devices is the ability
to maintain constant connectivity to industrial control systems and other
system on a continuous basis

» Single network may not provide sufficient reliability in critical manufacturing
systems

» |n order to build resilient manufacturing systems, a seamless network
failover is relevant
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Update FoF assets for Recovery and Remediation

= A common flaw in FoF or e.g. lloT systems is the cumbersome or non-existent
update system

= Administrator is provided with insight on the current rate of deployment of up-to-date
and outdated FoF resources

= Administrator can monitor the update progress in real-time using the FoF resource
management console dashboards

= The scenario enables Recovery and Remediation of the Attack
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Reconfigure Dynamically FoF resources

» Dynamic security policies are an important enabler for resilience of FoF resources e.g.
lloT systems

» Based on FoF equipment produced data (and changes in certain data points) the
security policy of the equipment get update from the management server

= Dynamic reconfiguration enables the recovery from incidents and disaster situations
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Example Approaches for Cyber Resilience addressed in CF#1

Addition of Extra Layer

of Security for Wireless

Communications (GOHM,
Vestel)

OT systems to report to Security operations
system (SoC) Capability to collect, process,
filter and forward information to SoC (Lostar)

Architecture with Vestel, GOHM
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