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Architectural approach to 
effectively detect cyber-attacks
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1990s:

History repeats itself

telCo

• SS7
• Switch 

(Analog/Digital)
• Dial-up

IT

• TCP/IP
• Router
• Leased Line

=+ ICT
👍

• VoIP
• NGN
• Mobil

👎
• Protocol Wars
• Lack of (intersection) 

expertise
• New attack surfaces 

for criminals
• Lack of telco grade 

network equipment
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2015+

History repeats itself

OT

• Industrial 
Process 
Automation

• Robots 
(Physical 
Systems)

• PLC, SCADA, 
… 

=+ ????  

👍
• CyberFactory
• Cyber-Physical 

Systems
• IIoT

(Industry 4.0)

👎
• New attack surfaces 

for criminals
• Lack of (intersection) 

expertise

ICT

• Business 
Process 
Automation

• Office 
Automation

• Cloud, AI, …
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Detection of Cyber Attack: Security Operations Center

Log Correlation Log Generation Log Consolidation Detection…

En
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Logs: System
Security
Application

DC DCLAN DC HQLAN/LOCAL LAN/FAST

O
T

DC DC HQLAN/LOCAL LAN/FAST

Logs: Sensor, 
Production, Error, 
System, Security, 
Application

Remote A
Remote B

Remote C

WAN

EdgeSIEM



5

EDGE SIEM Architecture
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Thank you

Murat Lostar

§ linkedin.com/in/lostar
§ https://lostar.com
§ Linkedin.com/company/lostar
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